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From a different perspective

What will mark the long-term survivors
among the Internet security providers?

It is certainly not the developers who are
unwilling or unable to react to market
demand for new security solutions. And
given the constant investment in new
products to overcome wqves of new
threats,  it cannot be a vendor who has
become locked into platforms which are
inflexible and uneconomic to update.

The survivors will be the organisations
which have carefully monitored the
trends, espoused responsive strategies
and avoided  blind alleys down which
their less favoured competitors have
careered headlong.

Has Panda Security taken the
steps needed to keep it  fully
competitive in the marketplace?

iex company profile
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Henry Ford offered his customers the ultimate choice: they could have any
colour of car so long as it was black. Executives seeking out a partner on
their path through the jungle of internet security would be forgiven for thinking
that they would have the same choice if they were to select any one of the
top half dozen solution providers to be their security supplier.
All, by definition, afford protection to their
customers through the monitoring of viruses,
detection of phishing threats and the reduc-
tion of spam.  All would claim that they have
solutions matching the requirements of every
scale of customer from the domestic end user
to the multinational enterprise.

So large are these ‘Premier Division’ secu-
rity developers  that they could be seen as
inherently inflexible production lines deliver-
ing the services that they wish the customer
to purchase, under terms and conditions that
they prescribe.

Despite the inevitable similarities which go
with Internet security, there are in practice sig-
nificant differences in the way that security
solution providers construct their products and
take them to market.

Technical features are the most important
differentiators: how ‘intelligent’, for example,
is one vendor’s solution compared with an-
other when it comes to determining whether a
piece of software could be malware that has
not previously been encountered? This ability
to apply its knowledge base intuitively is the
greatest single factor that draws clear blue
water between a commercially conscious
developer and the also-rans.

Changes on several fronts
Since its foundation in 1990, the company
now known as Panda Security (Panda Soft-
ware until June 2007) has expanded progres-
sively to seize pole position in its native Span-
ish market and is rated as no 4 in the world.

With sales claimed in some 200 countries, and
subsidiaries or franchises in 54 of them, the
company is competing head to head with its
often higher-profile rivals in virtually all of
those markets.  That the company has changed
its name, its branding, its shareholders and its
CEO within the space of a few months makes
Panda worthy of closer examination.

On the first count, switching from ‘Software’
to ‘Security’ in the company name was a sig-
nal that what the business does is provide serv-
ices and extensive technical support behind
the software on which its reputation has been
based.

Radical re-structuring
Taking a more strategic view of Panda Securi-
ty’s market proposition is Jorge Dinares, the
company’s CEO appointed in that wave of ac-
tivity, on 1 June 2007.  He would be the first to
acknowledge that the company has made very
radical changes to its ownership and top man-
agement.

Had the ‘old’ Panda organisation reached
the point in its development, perhaps, where
it had exhausted its financial and leadership
resources?  “It was recognised by the founders
of the company that the challenges facing the
security industry justified ratcheting the busi-
ness up to the next level of activity, and the
wherewithal to achieve that had to come from
outside the company.  The private equity route
seemed the most constructive of the options
as it enabled Panda to shape a business better
attuned to its true growth potential.”

panda security
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Given that the private equity investors now hold 75% of the company, was that
a euphemism for the company having failed in the past to move past its com-
petitors?  The CEO took a different view, maintaining that a structurally stronger
Panda would be better able to engage in the level of product development
which the team believed was vital to its future.  “No less important was that
we wanted to develop a more broadly-based and experienced management
team drawn from a multinational environment.  That would enable us to in-
crease the penetration achieved by Panda solutions in markets around the
world.  Security is a truly global marketplace because the threats which make
it necessary are themselves global.”

Greater  focus on North America
Of the four private equity funds which have taken a position in Panda Security,
one is US owned and based and another one is a UK company.  Like the
security industry itself, investment is international so there might be nothing
to read into that fact.  But Dinares saw a logic in those stakes.  The US is a
market that Panda is keen to develop; not least because some 47% of the total
marketplace for security products is in that region.  “It means that we have a
network of connections that we can tap in North America, which will carry
through to other international opportunities that we are not reaching at present.”

With that necessary emphasis on the US market and a sizeable proportion
of its equity controlled from there, it would be reasonable to expect that Pan-
da’s centre of gravity would be shifting from its Spanish base into North America
at some stage.  But such a transition clearly does not form part of the group’s
strategy.  A more accurate view might be that Panda is simply becoming more
outward looking and global in its attitudes.  “All of my senior team have to
operate at an international level, whatever their field of activity.  An indica-
tion is that our executive team meetings are now conducted in English rather
than Spanish.

“The group has changed its thinking from that of a Spanish company which
distributes worldwide to one with a truly global perspective.

“It follows that we are fully connected with our operations and customers
wherever they might be.  New marketing initiatives for example can be set up
and managed from any part of the world where the resources are based and
then rolled out internationally.”

Panda’s activities in the United States are operated through a wholly owned
subsidiary, but this model contrasts with the network of nationally-focussed
franchise holders which operate in all other markets with the exception of
France and Japan (from October 2007).  The diversity of distributors is both a
strength of the international business and its potential weakness.  Without the
formal reporting line back into Bilbao and Madrid, control of local operations

With sales claimed in 200 countries, and subsidiaries or franchises in 54 of them, the company is
competing head to head with its often higher-profile rivals in virtually all of those markets.

 It was recognised by the founders
of the company that the challenges
facing the security industry justified
ratcheting the business up to the next
level of activity, and the wherewithal to
achieve that had to come from outside
the company.  The private equity route
seemed the most constructive of the
options as it enabled Panda to shape a
business better attuned to its true
growth potential.

“

”

Jorge Dineras, CEO of Panda Security since June 2007

change of emphasis
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is more tenuous.  Partners must tune their operations to local market condi-
tions while pursuing a strategy that is closely aligned to the financial objec-
tives of Panda Security itself.

In practice, the most successful partners are the ones which draw business
successfully from across the complete spread of customers, from private
customer to the ‘local’ multinationals.  There is scope and encouragement for
local partners to develop opportunities outside the basic private + business
spread.  As the commentary on Panda Security (UK) demonstrates overleaf,
that has included for the British company far-reaching deals which white-
label Panda products for three major supermarket and retail chains.

Country partners to focus more heavily on corporate business
Given that national outlets for Panda have generally had greater success with
private and smaller SME customers than with large corporate sales, it is
intended that these operations should now be giving greater emphasis to the
corporate sector.  As the CEO observed, the aim across the group is to focus
more heavily on corporate and a smaller basket of ‘top accounts’ which Panda
in its previous incarnation was not reaching.  “There is no reason why we are not
achieving the same market share in those very large accounts as we do amongst
medium scale businesses.  We are competitive in the large systems environ-
ment, and when we do secure customers there, they provide excellent refer-
ences.  But there have not been as many of these installations as we would like.”

Pursuing these very large organisations simply because they are there would
be an unproductive use of Panda’s albeit enhanced resources: they characteristi-
cally have a long lead time to implementation and can tie up a high level of a
vendor’s resources in chasing the business.  The company is instead focussing
on the types of business for which it already has solutions to implement and
which, Jorge Dinares believes, would put Panda Security ‘in the frame’.

Telecommunications, with its global networking and hence the threat of
malware from any point in its infrastructure, is clearly one sector being fol-
lowed up.  Closely allied to telecoms is the Internet ‘industry’, where there is
a demand for effective malware control at every level from the international
exchanges down through the ISPs to the e-commerce web sites employed by
customers.

Banking is seen as having requirement for Panda tools
There is one area in particular, however, where Panda appears to have been
making headway.  Retail banking is arguably well served with Internet secu-
rity: given its acute sensitivity to malware attacks, it was an early adopter of
security software.  At this level, Panda Security is pitching for replacement
business against stiff competition.

In practice, the most successful partners are the ones which draw business successfully
from across a spread of customers, from private customer to the ‘local’ multinationals.

World Headquarters of Panda Security in Bilbao

country partners’ essential role

    There is no reason why we are not
achieving the same market share in
those very large accounts as we do
amongst medium scale businesses.
We are competitive in the large systems
environment, and when we do secure
customers there, they provide excellent
references.  But there have not been
as many of these installations as we
would like.”

“
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arly in September 2007, Panda Secu-
rity launched a new product primarily

This in turn allows banks and companies
to take appropriate mitigating action, and
prevent catastrophes that could affect mil-
lions of clients.

 As part of this service, PandaLabs will pro-
vide companies with proactive information
to help them understand the extent of the at-
tack and its consequences. It will also ad-
vise on how to achieve optimum protection.

Operating the service
The Targeted Attack Alert Service operates
as follows: all file samples received at
PandaLabs are analysed manually and/or
automatically to establish whether they
could affect the client. If malware is found,
a laboratory technician will analyse how
it operates.

If, finally, it is deemed to be a real threat,
it will be completely analysed. A Forensic
Report to the client, details the identity of
the sample, its monitoring techniques, the
methods it uses to capture and steal infor-
mation, the system it uses to steal data,
where it stores stolen data, the detection
routine, observations from the analysis -
such as country of origin-, the URLs it moni-
tors, the methods it uses to infect the host
system, screens it shows, etc.

The Forensic Report prepared by
PandaLabs includes all the characteristics
of each attack: malware involved, company
under attack, strings detected in the code,
technical data, effects and consequences,
modus operandi, potential victims, symp-
toms, etc. This allows the company to bet-
ter protect itself and its clients.

The key benefits of this service to the
financial sector include proactive risk
management to counter identity theft, iden-
tification of compromised users and con-
trol of online fraud. §

Can Panda demonstrate the technology
necessary to take it into new markets?

E
for the financial services sector, which it is
keen to address with products that take it
away from head-to-head competition with
the traditional vendors for replacement
business and into waters that have not pre-
viously been charted.

The offering is the Targeted Attack Alert
Service. This type of attack uses malware
targeting specific online businesses.

The most dangerous attacks are those us-
ing banker Trojans, designed to steal con-
fidential bank details, credit card numbers,
etc. The additional danger of these Trojans
is that they target specific companies,
either directly or by stealing its clients’ per-
sonal data, which is then used to make
fraudulent transactions.

Trojans exceed 50% of new malware
In 2006, Trojans accounted for 53 percent of
all new malware created, and 20 percent of
these were banker Trojans. By the time of the
launch, there had been almost 40 percent
more attacks than in the whole of 2006.

Panda’s Targeted Attack Alert Service is
aimed at the financial sector and online
businesses (payment platforms, e-com-
merce, etc.) and is provided directly by the
Antifraud Surveillance Department at
PandaLabs. This department is able to moni-
tor the evolution of malicious code, through
five million behavioural analysis sensors
deployed across more than 150 countries.

Panda’s laboratory also has a network of
hidden ‘honeypots’ distributed across
cyber-space and a centralised online
malware detection and processing service.
This allows PandaLabs to detect rapidly any
new targeted attack that occurs, and im-
mediately inform the companies involved.

As part of this service,
PandaLabs will provide
companies with proactive
information to help them
understand the extent of
the attack and its
consequences. It will also
advise on how to achieve
optimum protection.

target alert service
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There is another sizeable opportunity in banking which is only now being ex-
ploited.  Where the clear water lies is in defending banks against attacks by
previously unknown malware entering the network from customers’ computers.

Panda launched its appropriately named Targeted Attack Alert Service at
the beginning of September 2007, drawing on its expertise in behavioural
analysis of potential malware. It was developed to counter attacks launched
into online businesses, representing the most serious threat to online trading.

Panda must not lose sight of core markets
Attractive though these global markets might be, Panda Security has to keep
making headway in the markets that have generated its growth so far.  The
customers here have become increasingly aware of the technologies involved
and are able to select vendors on the strength of their technical offerings.  For
its own part, Panda is evolving towards a new security model that brings
together a personal intrusion prevention system (PIPS) with periodic audits of
the customers’ environment and ‘Collective Intelligence’.

Developed by Panda Research and hosted on a network of datacentres,
Collective Intelligence could be described as the ‘distillate’ of the Panda
group’s information about programs and files.It is an additional technology
layer that detects the volume of malware in circulation by correlating detec-
tions around the world and identifying targeted attacks. It involves real-time
communications with users’ computers.  What differentiates it from the vendor’s
previous solutions is that the analysis of the malware and its subsequent disin-
fection are carried out on its own servers rather than in the user’s environment.

Apparent change of culture within Panda
Examining the ‘new’ Panda Security, it soon becomes clear that there has
been more than a change of name and a new face behind the CEO’s desk.
There has been a change of culture at the top which will inexorably roll out
through the whole of the group’s operations worldwide.

Jorge Dinares has a long track record in developing the international di-
mension of IT companies: he has already spoken about the global perspec-
tive that the business he now leads must adopt.  Panda’s growing involvement
with the US is part of that process.

Important though the North American market clearly is, the group has to
keep the national distributors fully on board.  Whether these operations can
adapt to the new market conditions will be the greatest challenge facing
Dinares.  Discussions are likely to be ‘frank and meaningful’ as these outlets’
contracts come up for renewal.  If this vital resource is fully on message,
however, the chances are that Panda Security will have the wherewithal to
strengthen its position in the Internet security arena. §

The company has decided to focus on a limited number of vertical markets at a global level,
New solution for international banks should help alleviate criticism that the financial
services sector has not been taking enough initiatives to combat Internet security breaches.

Panda Security has to keep the
national distributors fully on board.
Whether these operations can adapt to
the new market conditions will be the
greatest challenge facing CEO Jorge
Dinares.  Discussions are likely to be
‘frank and meaningful’ as these
outlets’ contracts come up for renewal.

common purpose
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n our assessment of Panda Security so far,
we have taken the global perspective; ex- Turning theory

into practice
For Panda Security to
achieve its international
objectives, it has to rely
on the resourcefulness
of its national franchise
holders.  We consider
the prospects for the
group’s outlet in the UK

I
amining the implications for the company
under its new management and even newer
brand.  How far Panda is able to maintain any
momentum that it has gained through its tech-
nology advances in recent years must inevi-
tably be influenced by the performance of its
58 national franchises and distributors.

Of greatest relevance to the audience for
The Informed Executive is Panda Security
(UK) which has an exclusive licence to dis-
tribute Panda Security products in the UK
through software distributors and resellers.

A wholly-owned subsidiary of the AIM-
listed Formjet Plc, the trading company
(PSUK) would claim to be active across the
complete spectrum of users from individual
end users through to the major enterprise.  Its
strategy for addressing the Internet security
requirements of the business community in
particular is worth closer examination.

In terms of the penetration by any software
vendor which sells across the marketplace, it
is the exposure in the volume end-user sector
which tends to colour perceptions that are
carried over into the business community,
certainly amongst the SoHo and SMEs for
whom the product sets are almost identical.

Route to personal end users
From the time it first became associated with
Panda Security (and its previous incarnation
Panda Software), PSUK has reached its per-
sonal end user market through a combination
of online sales and reseller networks.

Its success in the highest profile retail out-
lets has been more limited: competitors
McAfee and Symantec, for example, occupied
shelf space to the exclusion of Panda in PC
World – a chain regarded as a ‘marker’ for con-
sumer IT products for a mass market.

panda in the uk
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It would appear that PSUK has been able to reverse that situation.  In Septem-
ber 2007, the company announced that it would be supplying Dixons Stores
Group International (DSGI) – which includes PC World – with its security
software in the UK and Europe.

The nature of that agreement would suggest that Panda products have a
platform from which they can leverage further into the business community.
There is evidence that a customer who is comfortable with a product in the
home environment is a natural champion in the workplace.

Major successes in the white label area of distribution
The success with Dixons should be seen in context, however.  It is the most
recent in a succession of deals involving Panda products in the UK.  Most of
the new relationships forged by PSUK have been in the ‘white label’ area of
the market, where the products have been re-branded extensively and mar-
keted under the labels of Tesco, Woolworth and ebuyer, for example.

While Panda has enjoyed considerable success, the extent of any ‘carry
through’ of its brand into the business sector is not likely to be as great as if
the Panda name were emblazoned on packs on the supermarket shelves.

Relative to the sales of Panda Security as a whole, the UK company ap-
pears to have performed particularly well in both areas of its marketplace.
PSUK, for example, achieved the highest growth rate of any European partner
in 2006 and the second highest growth of corporate licensing.

Valuable collateral for Panda in business market
While the value of the distribution agreements with the national retailers may
be lost on many business users, this is vital collateral to be exploited through
the channels that Panda takes to the business market.  UK Country Manager
for Panda, Dominic Hoskins, explained the routes that the company now pur-
sues to reach the business customer.

From five users through to perhaps 250, customer relationships are handled
by channel partners; many of whom have been supplying Panda products to
their customer base for five years or more.  “The larger corporate sector –
generally from 500 up to 50,000 users in multi-site networked installations -
is being addressed through a ‘direct touch’ strategy, where the nature of the
relationship adapts to the circumstances.

“We become directly involved at each stage of the process from product
introduction, through technical aspects to the bid process.  If the end user is
already working with one of our channel partners and is happy to continue
doing so, we collaborate closely with the preferred supplier.  Indeed, we
encourage channel partners to engage with us in reaching out to the corpo-
rate customer.”

Most of the new relationships forged by the Panda Security country partner in the UK have been in
the ‘white label’ area of the retail market, where the Internet security software range has been
re-branded extensively and marketed under the labels of Tesco, Woolworth and ebuyer, for example.

 The larger corporate sector is
being addressed through a ‘direct
touch’ strategy, where the nature of the
relationship adapts to the
circumstances.  We become directly
involved at each stage of the process
from product introduction, through
technical aspects to the bid process.
If the end user is already working with
one of our channel partners and is
happy to continue doing so, we
collaborate closely with the preferred
supplier.

“

”

highest growth rate
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As Hoskins went on to observe, with a B2B
portfolio that extends from desktop products,
through file servers and mail servers into net-
work gateways, this multi-faceted approach
is vital and has contributed to the success of
PSUK in the Panda Security fold.

Advantages in business market?
Routes to market apart, PSUK has to be able
to differentiate its offering from those of com-
petitors.  In the B2B sector, where does that
advantage lie?  Dominic Hoskins again.
“Panda Security has made a number of major
advances in its technology base, and we have
been able to capitalise upon these.  A combi-
nation of Megadetection, Collective Intelli-
gence and Malware Radar – all regarded as
best of breed components – have helped us
gain ground here in the UK.”

Internet security is often seen as equally
applicable across all vertical markets.  There
are characteristics of the Panda Security prod-
uct set, however, which closely match the re-
quirements of particular sectors.

Solutions for banking institutions
The financial marketplace, which was identi-
fied by Panda Security CEO Jorge Dinares as an
objective for the company, is one of these target
areas for the Direct Touch team in the UK.

Its Prescan solution appears to be finding
acceptance in UK retail banking. which is
keen to find ways of improving the security of
the interface with their online customers with
the intention of avoiding hacking attacks that
could compromise their entire operations.

Prescan is a very small Antivirus (200 KB)
which integrates with a bank’s website. Every
time a client logs in for online banking, a scan
taking just 5 seconds is performed to deter-
mine the status of the client PC.  It looks for

malware that could pose a threat to the bank’s
security and hence to its clients. In the event
that a potential threat to the bank were de-
tected there is an option for the bank either to
decline the connection request or to move the
client into a quarantine area for disinfection.

Well placed for financial services?
In our assessment of Panda Security interna-
tionally, we have referred to the group’s launch
of Targeted Attack Alert Services, a more ex-
tensive mechanism for monitoring and eradi-
cating threats across global networks.

The combination of Prescan and Targeted
Attack Alert would certainly place Panda Se-
curity well within the financial services view-
finder.  As London is accepted as the financial
capital of Europe – and worldwide for specific
types of investment service – the onus will be
on PSUK to reach out to those organisations.

The UK partner has been actively involved
with Panda products for five years or more,
and has been achieving conspicuous success
in the corporate sector (as its recent awards
would demonstrate).

This would suggest that the prospects for
PSUK making headway in the UK banking
arena are certainly greater than they would
otherwise have been: the company has a track
record that it can demonstrate.

But most of the institutions that PSUK can
launch into within the UK have extensive net-
works of their own across the world and so the
ultimate success of PSUK will depend in no
small part on the total picture of support and
services that can be offered through the Panda
organisation across the same footprint.

It will be an interesting test of the new glo-
bal strategy put forward by Jorge Dinares
whether it converts into further commercial
success for PSUK and partners like it around
the world. §

Within the Panda Security network, the UK country partner appears to have performed
particularly well in both private and corporate areas,  achieving the highest growth rate
of any European partner in 2006 and the second highest growth of corporate licensing.

    Panda Security has
made a number of
major advances in its
technology base, and we
have been able to
capitalise upon these.
A combination of
Megadetection,
Collective Intelligence
and Malware Radar –
all regarded as best of
breed components –
have helped us gain
ground here in the UK

“

”

Panda Security is targeting the
corporate sector with new solutions
which appear to reflect the needs of
key targets in the  commercial
marketplace as providing a
growth path for the business

optimising channels
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Panda Security launches its 2008 products
The Informed Executive is a satisfied user of Panda Internet Security 2008 but has not conducted an in-depth editorial analysis of
the features contained in this  product or the two others in the series. The information below has been provided by Panda Security
and is published in good faith. Readers should assure themselves of the suitability of any product for their particular circumstances.

Panda Security launched its new 2008 consumer product
line in  July 2007.  The range consists of Panda Antivirus
2008, Panda Antivirus+Firewall 2008 and Panda Internet
Security 2008. The new solutions are based on a new secu-
rity model, megadetection, which is claimed to have a far
greater detection and disinfection capacity. This is intended
to allow the new products to detect and disinfect more than
one million threats.

The megadetection model is based on five basic pillars:

• Permanent protection (daily automatic updates)

• Proactive protection with TruPrevent Technologies that
detect unknown threats through behavioural analysis.

• In-depth online scanning with Panda TotalScan Pro to
detect sophisticated malicious code that can evade
traditional antivirus solutions.

• Collective intelligence - the new security focus.

• Technical services 24 hours a day -365 days a year

The 2008 consumer solutions include a series of enhance-
ments to detection technologies. Apart from a larger signa-
ture file, Panda products feature more efficient behavioural
detection as a result of TruPrevent Technologies. They also
include new rootkit location and disinfection technology
and support and technical assistance improvements, which
will always be provided in the end user’s language.

All 2008 consumer products allow users to scan their
computers in depth with TotalScan Pro. The online appli-
cation detects all types of active and latent malware on
PCs, based on the new ‘collective intelligence’ approach.

This approach includes automated processing of large quan-
tities of information about programs and files in a new
infrastructure managed by PandaLabs, and real-time com-
munication with users’ computers. This way, the malware
scanning and detection is performed on Panda Security’s
servers, not on the user’s computer.

All these new solutions include three licenses to adapt to
the fact that many users own more than one computer.

The blocking of malicious web pages designed for online
fraud or for downloading spyware is another improvement
included in Panda’s 2008 consumer solutions.

• The entry point is Panda Antivirus, which the developers
claim has greater protection capacity and can block ma-
licious web pages as a means of enhancing protection
against spyware and phishing.

• Panda Antivirus+Firewall 2008 permanently and auto-
matically protects against all types of Internet threats,
incorporating a double layer of protection: the TruPrevent
Technologies in the system are capable of detecting
malware not yet identified. A built-in firewall  prevents hack-
ers from getting into the computer. There is also new anti-
rootkit technology and it can block malicious web pages.

• Panda Internet Security 2008 is an integrated security
suite, includes specific improvements, such as a local
backup system, which allows users to make security cop-
ies of files and documents in other devices. Users decide
the type of documents to be stored and the frequency
with which they are saved. It also includes the TuneUp
feature, to improve system performance by removing cook-
ies and temporary files, and defragmenting the disk.

� The new security model combines a traditional antivirus engine, proactive technology, in-depth online
scanning and ‘collective intelligence’

� All products allow users to scan their computers in depth with Panda TotalScan Pro
� Panda Antivirus 2008, Panda Antivirus+Firewall 2008 and Panda Internet Security 2008 offer three

licenses per product so they can be installed on up to 3 PCs
� Panda Internet Security 2008 also includes a local backup option and features to help optimise

computer performance

For further information on these products, and all of the other Panda products please click here

panda products


